PAGE  

[image: image1.png]% g?ﬁem Center

Operations Manager




Guide for System Center Monitoring Pack for Windows Server 2012 Network Access Protection

Microsoft Corporation

Published: June 28, 2012 

Send feedback or suggestions about this document to mpgfeed@microsoft.com. Please include the monitoring pack guide name with your feedback.

The Operations Manager team encourages you to provide feedback on the monitoring pack by providing a review on the monitoring pack’s page in the Management Pack Catalog (http://go.microsoft.com/fwlink/?LinkID=82105).

Copyright

This document is provided "as-is". Information and views expressed in this document, including URL and other Internet website references, may change without notice. You bear the risk of using it.

Some examples depicted herein are provided for illustration only and are fictitious.  No real association or connection is intended or should be inferred.

This document does not provide you with any legal rights to any intellectual property in any Microsoft product. You may copy and use this document for your internal, reference purposes. You may modify this document for your internal, reference purposes.

© 2012 Microsoft Corporation. All rights reserved.

Microsoft, Active Directory, Windows, and Windows Server are trademarks of the Microsoft group of companies. 

All other trademarks are property of their respective owners.

Contents

4Guide for System Center Monitoring Pack for Windows Server 2012 Network Access Protection


4Guide History


4Supported Configurations


4Files in this Monitoring Pack


5Monitoring Pack Purpose


5Monitoring Scenarios


6How Health Rolls Up


7Configuring the Monitoring Pack for Network Access Protection


7Best Practice: Create a Management Pack for Customizations


8Links


9Appendix: Monitoring Pack Contents


9HRA Discovery


11NPS Discovery


13Service Contains Server Group Discovery





Guide for System Center Monitoring Pack for Windows Server 2012 Network Access Protection

This guide was written based on version 7.0.8560.0 of the Monitoring Pack for Network Access Protection.

Guide History

	Release Date
	Changes

	October 2012
	Original release of this guide


Supported Configurations

This monitoring pack requires System Center Operations Manager 2007 or later. A dedicated Operations Manager management group is not required.

The following table details the supported configurations for the Monitoring Pack for Network Access Protection:

	Configuration
	Support

	Network Access Protection
	Windows Server 2012

	Agentless monitoring
	Not supported

	Virtual environment
	Supported


Files in this Monitoring Pack

The Monitoring Pack for Network Access Protection includes the following files: 


Microsoft.Windows.Server.NAP.mp


Monitoring Pack for Network Access Protection.doc

Monitoring Pack Purpose

The Monitoring Pack for Network Access Protection (NAP) provides you with the essential monitoring tools for your NAP deployment: the Internet Information Services (IIS) service, the certification authority (CA) used to issue NAP certificates, the certificate expirations and certificate bindings, a script to monitor the IIS application pool used by the Health Registration Authority (HRA), and the Network Policy Server (NPS) service.

In this section:


Monitoring Scenarios

How Health Rolls Up
For details on the discoveries, rules, monitors, views, and reports contained in this monitoring pack, see Appendix: Monitoring Pack Contents.

Monitoring Scenarios

	Monitoring scenario
	Description
	Associated rules and monitors

	IIS
	Monitors the state of the IIS service on the NAP server. Indicates the status of the IIS service: red when the service is not responding, green at all other times.
	Microsoft.Windows.Server.NAP.IISService

	NPS
	Monitors the state of the NPS service on the NAP server. Indicates the status of the NPS service: red when the service is not responding, green at all other times.
	Microsoft.Windows.Server.NAP.NPSService

	Certificate expiry
	Monitors SSL certificate expirations. Indicates whether an SSL certificate is within a week of expiration or not: yellow when within a week of expiration, green at all other times.
	Microsoft.Windows.Server.NAP.SSLCertificateExpiry

	Web bindings
	Monitors SSL certificate bindings in IIS. Indicates if the binding uses HTTPS or not: green when the binding uses HTTPS, yellow when the binding uses HTTP.
	Microsoft.Windows.Server.NAP.WebBindingMonitor

	NAP RADIUS server availability
	Monitors the RADIUS proxy server availably: red if the RADIUS server is unavailable, green at all other times.
	Microsoft.Windows.Server.NAP.ProxyUnavailable


How Health Rolls Up

The following diagram shows how the health states of objects roll up in this monitoring pack.
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Configuring the Monitoring Pack for Network Access Protection

This section provides guidance on configuring and tuning this monitoring pack. 


Best Practice: Create a Management Pack for Customizations
Best Practice: Create a Management Pack for Customizations

By default, Operations Manager saves all customizations such as overrides to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize. 

When you create a management pack for the purpose of storing customized settings for a sealed management pack, it is helpful to base the name of the new management pack on the name of the management pack that it is customizing, such as “NAP 2012 Customizations”.

Creating a new management pack for storing customizations of each sealed management pack makes it easier to export the customizations from a test environment to a production environment. It also makes it easier to delete a management pack, because you must delete any dependencies before you can delete a management pack. If customizations for all management packs are saved in the Default Management Pack and you need to delete a single management pack, you must first delete the Default Management Pack, which also deletes customizations to other management packs.

Links

The following links connect you to information about common tasks that are associated with System Center Monitoring Packs:


Administering the Management Pack Life Cycle (http://go.microsoft.com/fwlink/?LinkId=211463)


How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=142351)


How to Monitor Using Overrides (http://go.microsoft.com/fwlink/?LinkID=117777)


How to Create a Run As Account in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=165410)


How to Modify an Existing Run As Profile (http://go.microsoft.com/fwlink/?LinkID=165412)


How to Export Management Pack Customizations (http://go.microsoft.com/fwlink/?LinkId=209940)


How to Remove a Management Pack (http://go.microsoft.com/fwlink/?LinkId=209941)

For questions about Operations Manager and monitoring packs, see the System Center Operations Manager community forum (http://go.microsoft.com/fwlink/?LinkID=179635).

A useful resource is the System Center Operations Manager Unleashed blog (http://opsmgrunleashed.wordpress.com/), which contains “By Example” posts for specific monitoring packs. 

For additional information about Operations Manager, see the following blogs: 


Operations Manager Team Blog (http://blogs.technet.com/momteam/default.aspx)


Kevin Holman's OpsMgr Blog (http://blogs.technet.com/kevinholman/default.aspx)


Thoughts on OpsMgr (http://thoughtsonopsmgr.blogspot.com/)


Raphael Burri’s blog (http://rburri.wordpress.com/)


BWren's Management Space (http://blogs.technet.com/brianwren/default.aspx)


The System Center Operations Manager Support Team Blog (http://blogs.technet.com/operationsmgr/)


Ops Mgr ++ (http://blogs.msdn.com/boris_yanushpolsky/default.aspx)


Notes on System Center Operations Manager (http://blogs.msdn.com/mariussutara/default.aspx)
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Important 

All information and content on non-Microsoft sites is provided by the owner or the users of the website. Microsoft makes no warranties, express, implied, or statutory, as to the information at this website.

Appendix: Monitoring Pack Contents

The Monitoring Pack for Network Access Protection discovers the object types described in the following sections. Not all of the objects are automatically discovered. Use overrides to discover those objects that are not discovered automatically. 

HRA Discovery

Discovery Information

	Interval
	Enabled
	When to Enable

	4 hours
	True
	Not applicable


Related Monitors

	Monitor
	Data source
	Interval
	Alert
	Reset Behavior
	Corresponding Rule
	Enabled
	When to Enable

	Microsoft.Windows.Server.NAP.IISService
	IIS service
	4 hours
	True

Alert priority: Normal

Alert severity: Error
	Automatic
	IIS service monitor
	True
	Not applicable

	Microsoft.Windows.Server.NAP.WebBindingMonitor
	Script: IISWebBindingMonitor.ps1
	4 hours
	True

Alert priority: Normal

Alert severity: Warning
	Automatic
	Web binding should not enable HTTP
	True
	Not applicable

	Microsoft.Windows.Server.NAP.SSLCertificateExpiry
	Script: SSLCertExpiryMonitor.ps1
	4 hours
	True

Alert priority: Normal

Alert severity: Matches monitor health
	Automatic
	SSL Certificate Expiry Monitor
	True
	Not applicable
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Note 

If you are using connectors, you can disable the monitor and enable its corresponding rule to enable alerts without changing health status.

Related Rules

	Rule
	Data source
	Alert
	Notes
	Corresponding Monitor
	Enabled
	When to Enable

	Microsoft.Windows.Server.NAP.SSLCertificateExpiry
	Windows!Microsoft.Windows.EventProvider Event ID 10
	True

Alert priority: Normal

Alert severity: Error
	—
	Microsoft.Windows.Server.NAP.CAUnavailable
	True
	Not applicable
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Note 

Disable the rule and enable its corresponding monitor to enable alerts, state changes, and health rollup.

Related Views

	View
	Description
	Rules and Monitors that Populate the View

	Microsoft.Windows.Server.NAP.AlertView
	This view shows the status of all monitors and rules both for NPS and HRA.
	
Microsoft.Windows.Server.NAP.ProxyUnavailable


Microsoft.Windows.Server.NAP.NPSService


Microsoft.Windows.Server.NAP.CAUnavailable


Microsoft.Windows.Server.NAP.SSLCertificateExpiry


Microsoft.Windows.Server.NAP.WebBindingMonitor


Microsoft.Windows.Server.NAP.IISService


NPS Discovery

Discovery Information

	Interval
	Enabled
	When to Enable

	4 hours
	True
	Not applicable


Related Monitors

	Monitor
	Data source
	Interval
	Alert
	Reset Behavior
	Corresponding Rule
	Enabled
	When to Enable

	Microsoft.Windows.Server.NAP.NPSService
	NPS service
	4 hours
	True

Alert priority: Normal

Alert severity: Error
	Automatic
	NPS service monitor
	True
	Not applicable
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Note 

If you are using connectors, you can disable the monitor and enable its corresponding rule to enable alerts without changing health status.

Related Rules

	Rule
	Data source
	Alert
	Notes
	Corresponding Monitor
	Enabled
	When to Enable

	Microsoft.Windows.Server.NAP.ProxyUnavailable
	Windows!Microsoft.Windows.EventProvider Event ID 36
	True or False

Alert priority: Normal

Alert severity: Error
	—
	Microsoft.Windows.Server.NAP.ProxyUnavailable
	True
	Not applicable
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Note 

Disable the rule and enable its corresponding monitor to enable alerts, state changes, and health rollup.

Related Views

	View
	Description
	Rules and Monitors that Populate the View

	Microsoft.Windows.Server.NAP.AlertView
	This view shows the status of all monitors and rules both for NPS and HRA.
	
Microsoft.Windows.Server.NAP.ProxyUnavailable


Microsoft.Windows.Server.NAP.NPSService


Microsoft.Windows.Server.NAP.CAUnavailable


Microsoft.Windows.Server.NAP.SSLCertificateExpiry


Microsoft.Windows.Server.NAP.WebBindingMonitor


Microsoft.Windows.Server.NAP.IISService


Service Contains Server Group Discovery

Discovery Information

	Interval
	Enabled
	When to Enable

	4 hours
	True
	Not applicable


Related Views

	View
	Description
	Rules and Monitors that Populate the View

	Microsoft.Windows.Server.NAP.ServersView
	This view shows the list of servers with the NAP role installed.
	—
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